Arrowhead Library System
Privacy of Records Policy
ALS Board subscribes to Statement III from the ALA Code of Ethics, 1981, Statement on Data Privacy, namely "Librarians must protect each user's right to privacy with respect to information sought or received, and materials consulted, borrowed, or acquired."
This means that, "Library records identifying the name of library users with specific materials or subjects are private in nature. All library employees are advised that such records shall not be made available to any agency of state, federal or local government except pursuant to such process, order, or subpoena as may be authorized under the authority of, and pursuant to, federal, state or local law relating to civil, criminal, or administration discovery procedures or legislative investigatory power. The library will resist the issuance or enforcement of any such process, order, or subpoena until such time as a proper showing of good cause has been made in a court of competent jurisdiction." (Sample library board policy, MINITEX/LDS Joint Standards Review Task Force, Data Privacy Standards and Guidelines for Library Automation, Jan. 94.)
Staff must immediately ask for identification if they are approached by an agent or officer for library records.
Staff must immediately notify the Library Director that a law enforcement request has been made.
If the  court order is in the  form  of a subpoena: The library's legal  counsel should examine the  subpoena for any  legal  defect, including the  manner in which it was served on  the  library, the breadth of its  request, its form,  or an insufficient showing of good cause made to a court. If a defect exists, counsel will advise on the best method to resist the subpoena.
If the  court order is in the form  of a search warrant: Ask to have library counsel present before the  search begins in order to allow library counsel an opportunity to examine the  search warrant and  to assure that the  search conforms to the  terms of the  search warrant. A search warrant is executable immediately, unlike a subpoena.
If the court order is a search warrant issued under the Foreign Intelligence Surveillance Act (FISA) (USA PATRIOT Act Amendment): Request to have the library’s legal counsel present during the actual search and execution of the warrant.  No information can be disclosed to any other party that a warrant has been issued or that records have been produced pursuant to the warrant.
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